
 

Spyware Removal from Home 

 

In this information packet, you will find instructions for how to 

remove spyware from your computer. In addition to these 

instructions, we also recommend you: 

1. Download your Free Symantec Antivirus program here: 

www.uncw.edu/virus 

 

2.  Always keep your Windows Updates current: 

http://update.microsoft.com 

 

 

 

 

Technology Assistance Center (TAC) 

Phone: 910-962-HELP (4357) 

E-mail: tac@uncw.edu 

http://www.uncw.edu/virus
http://update.microsoft.com/
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Step 1 ς Remove all άriskyέ programs from your computer 

Remove any programs that are known to ōŜ άǊƛǎƪȅέ that may cause problems for 

your computer (see list below under #3).  

To remove these programs: 

1. From the Start Menu open the Control Panel (Fig. 1) . 

2. Choose άAdd or Remove Programsέ ŦƻǊ ²ƛƴŘƻǿǎ ·t ƻǊ άtǊƻƎǊŀƳǎ ŀƴŘ 

CŜŀǘǳǊŜǎέ ŦƻǊ ²ƛƴŘƻǿǎ ±ƛǎǘŀ (Fig. 2) . 

 

 

 

 

 

 

 

 

3. Go through the list and remove: 

 Tool Bars 

 Anti-virus programs other than UNCWΩs Symantec Antivirus 

 ALL Peer-to-Peer programs  (sample listed below)Φ LŦ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ 

what a program is, search for the name on Google. 

o KaZaa 

o Limewire 

o Morpheus 

o P2P 

o Bearshire 

o Frostwire 

o uTorrent 

Fig. 1 Fig. 2 
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Step 2 ς Delete Internet Temporary Files from your computer 

1. From the Start Menu open the Control Panel (Fig 1). 

2. /ƘƻƻǎŜ άLƴǘŜǊƴŜǘ hǇǘƛƻƴǎέ from the list. 

3. A box called Internet Properties will open. Choose the tab at the top 

ƭŀōŜƭŜŘ άDŜƴŜǊŀƭέ (Fig 3).  

4. In the center ƻŦ ǘƘƛǎ ōƻȄ ǳƴŘŜǊ ά.ǊƻǿǎƛƴƎ IƛǎǘƻǊȅέ ŎƘƻƻǎŜ άŘŜƭŜǘŜέ (Fig. 3). 

5. A box called ά5ŜƭŜǘŜ .ǊƻǿǎƛƴƎ IƛǎǘƻǊȅέ will open. CƘŜŎƪ ά¢ŜƳǇƻǊŀǊȅ 

LƴǘŜǊƴŜǘ CƛƭŜǎέ ŀƴŘ ά/ƻƻƪƛŜǎέ and then press delete (Fig. 4).  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3 Fig. 4 
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Step 3 ς  Install a copy of our recommended spyware removal program to your 

computer. You are not running the program during this step, just installing the 

program. 

Our recommended FREE program at this time is: MalWarebytes 

1. To obtain a copy you may: 

a. Download from the Internet: http://www.malwarebytes.org/.  

If your computer is not able to get on the Internet you can go to 

another computer and download a copy to a USB key and then 

transfer it to your computer.  

b. Or ask the TAC to copy it to your USB key. 

 

2. Follow the default prompts to install the program. 

 

3. After the program is installed, it will launch and you will want to check for 

updates to get all of the newest definitions. Do this by going to the 

ά¦pdateέ tab at the top and clƛŎƪƛƴƎ άŎƘŜŎƪ ŦƻǊ ǳǇŘŀǘŜǎέ (Fig. 5).  

 

4. After this is done, close the program. 

 

 

 

 

 

 

 

 

  
Fig. 5 

http://www.malwarebytes.org/
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Step 4 ς Reboot computer in Safe Mode to prepare to run the Spyware   

Removal Program 

1. Restart the computer in SAFE MODE. To do this, tap the F8 key on your 

keyboard when the computer is rebooting.  

2. ²ƘŜƴ ά²ƛƴŘƻǿǎ !ŘǾŀƴŎŜŘ hǇǘƛƻƴǎ aŜƴǳέ (Fig. 7ύ ŀǇǇŜŀǊǎΣ ŎƘƻƻǎŜ ά{ŀŦŜ 

aƻŘŜέ ōȅ ǳǎƛƴƎ ȅƻǳǊ ŀǊǊƻǿ ƪŜȅǎ ƻƴ ȅƻǳǊ ƪŜȅōƻŀǊŘ ŀƴŘ ǇǊŜǎǎƛƴƎ ŜƴǘŜǊΦ 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7 
If the booting process gets to this Windows 

screen, you have waited too long to tap F8. 

Reboot and try tapping F8 again. 

Fig. 6 

Fig. 6 
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Step 5 ς Run the Spyware Removal Program 

1. From the desktop, click on the Malwarebytes icon. 

 

 

 

2. Once Malwarebytes launches, choose ǘƘŜ ά{ŎŀƴƴŜǊέ tab at the top, then 

ŎƘƻƻǎŜ άtŜǊŦƻǊƳ ǉǳƛŎƪ ǎŎŀƴέ ǘƘŜƴ ά{Ŏŀƴέ (Fig. 8) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 8 
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3. The scan should last about 10-20 minutes. 

4. Once the scan is ŦƛƴƛǎƘŜŘ ŎƭƛŎƪ άhYέ ǘƘŜƴ ά{Ƙƻǿ wŜǎǳƭǘǎΦέ 

5. Be sure that everything is checked and then click   

άRemove {ŜƭŜŎǘŜŘέ (Fig. 9). 

7. Reboot computer. 

 

 

 

 

Finished! 

 

Fig. 9 


