Spyware Removal from Home

In this information packet, you will find instructions for how to
remove spyware from your computer. In addition to these
instructions, we also recommend you:

1. Download your Free Symantec Antivirus program here:

www.uncw.edu/virus

2. Always kep your Windows Updates current:

http://update.microsoft.com

Technology Assistance Cen{@ AC)

Phone: 91062-HELP (4357)

Email: tac@uncw.ed



http://www.uncw.edu/virus
http://update.microsoft.com/

Step 1¢ Remove albriskye programs from your computer

Remove any programs that are knownadS
your computer(seelist below under #3.
Toremove thesgrograms
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Currently installed programs: [ Show updates

- Adobe Acrobat 7.1.0 Professional

Click here For support information.

Ta change this program or remave it From your computer, click Change/Remave,

Adobe Contribute C53

| Adobe ExtendScript Tookit 2

Adobe Flash Player 10 Active

- Adobe Reader §.1.4

5 adobe shockwave Player
Apple Mobile Device Support

45 Apple Softwars Update

Eil ATI - Software Uninstall Utility

W0 ATI Catalyst Cantrol Center

ﬁ! ATI Display Driver

{2} AxIS Media Cantrol Embedded

@) BMC Remedy User 7.0

]’E‘ Bonjour

@ camtasia Studio 3
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3. Go through the list andemove
e Tool Bars

Sort by | Name

Size:
Used

623.00MB ™

rarely

Last Used On  6{11/2008

Change/Remove

Size  91.18MB
Size 41.54MB
Szt 2.16MB
Szt 0.11MB
Size  142.00MB
Size: 1.13MB
Size  30.Z1MB
Size: 0.46MB
Size  41.15MB
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e Anti-virusprograms other than UNC®/Symantec Antivirus

o ALLPeerto-Peer programgqsample listed belovd) L F

what a programs, searchfor the name on Google.

o KaZaa
Limewire
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uTorrent
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Step 2¢ Delete Internet Temporary Files froipour computer

1. From the Start Menu open th€ontrol Panef{Fg 1).
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3. A box callednternet Propertes will open. Boose the tab at the top
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Internet Properties @ Delete Browsing History

General | Security | Privacy | Content | Connections | Programs || Advanced

Horme page Keep cookies and temporary Internet files that enable your Favorite

/‘ To create home page tabs, type each address on its own line. websites to retain preferences and display faster,

= 14 [
Temporary Internet files
Copies of webpages, images, and media that are saved for Faster

viewing.
Use default ] [ Use blank
L Cookies
Braweing s Files stored on your computer by websites to save preferences
Delete temporary files, history, cookies, saved passwords, such as login information.
It
4 and web farm information, )
i : |:| History
[ pelete browsing history on exit List of wehsites wou have visiked.
Delete. .. ] [ Settings ]
ot [] Form data
Saved information that you have byped inkto Forms,
) “hange search defaults. Settings
&
e [ passwords

: g Saved passwords that are automatically filled in when wou sign in
tChbangE how webpages are displayed in to a website vou've previously visited.
abs.
[ InPrivate Filtering data
Appearance Saved data used by InPrivate Filkering to detect where websites may
be automatically sharing details about your wisit,

Colars ][ Languages H Faonts ][ Accessibility ]

[ OK H Cancel ][ Apply ] About deleting brovsing histary. ’ Delete ]I Cancel
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Step 3¢ Installa copy of our recommendedpyware removal pogram to your
computer. You are not running the program during this stejustinstalling the
program.

Our recommendedrREPBrogram at this time idMalWarebytes

1. To obtain a copy you may:
a. Download from therternet: http://www.malwarebytes.org/
If your compuiter is not able to get on thenternet you can go to
another computer and download@py to a USB key atiaen
transfer it toyour computer. _ mbam-setup, exe

Malwarebytes' anti-Malware

b. Or askhe TAQGo copy it to your USB ke) Irt d Malwarebytes Corporation

2. Follow the default prompts to install the program.

3. After the program is installedk will launch andyou will want to check for
updates to get all of the newest definitions. Do this by going to the
G pdatet tab at the topandch O1 Ay 3 a OK S@ipy. 5F 2 NJ dzLJRI (0 S

4. After this is done, close the program.
Malwarebytes' Anti-Malware E]@

N
"B Malwarebuytes’
7 I

Scanner Pratection Update (uaran tine Logs lanare List Settings Mare Taols About

Malwarebytes” Anti-Malware Updater
-, Welcome to M alwarebytes' Anti-b alware Updater. This allows you to update your definitions to the latest version

Current database information:

Date: 9/14/2009
D atabase version: 2796
Fingerprints loaded: 132215

Check for Updates

Latest news:
[9/10/09) Makwarebytes' nti-Malware version 1.41 releazed.

Fig.5



http://www.malwarebytes.org/

Step 4¢ Rebootcomputerin Safe Mode to prepare to ruthe Spyware
Removal Program

1. Restart the computer in SAFE MODE. To dotdpsthe F8&ey on your
keyboardwhen the computer is rebooting.
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Windows Advanced Options Menu
Please select an option:

Safe Mode

Safe Mode with Networking
Safe Mode with Command Prompt

' §
iy

Enable Boot Logging
Enable UGA Mode
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Last Known Good Configuration (your most recent set
Directory Services Restore Mode (Windows domain con
Debugging Mode

Start Windows Mormally
Reboot
Return to 0S Choices Menu

Fig.6 Use the up and down arrow keys to move the highlight to

Fig.7

If the booting procesgets to this Windows
screen, you have waited too long to tap F8.
Reboot and trytapping F8again.




Step 5¢ Runthe Spyware Removal Program

1. From the desktop, click on the Malwarebytes icon.

Malwarebytes' Anki-Malware
Sharteuk
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2. OnceMalwarebytes launches, chooseK S
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i~ Malwarebytes’ Anti-Malware scanner welcome screen
to ensure a prompt completion.

Select a scanning option below and then click 'S can’.

(%) Perform quick scan

The quick scan will use Malwarebytes' quick scanning technology to scan your spstem for the most commaon types of
malvware.

(O Perform full scan

The full zcan will analyze all hard drives specified by the uger. Thiz iz the most thorough scan available by
M alwarebyptes' Anti-b alware.

| | . . . . -
“_lll A Welcome to Malwarebptes’ Anti-Malware scanner. Pleaze select an option below. Befare running a scan. close all running applications

Purchase ] [

E it
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3. The scan should last aboi®-20 minutes.
4. Oncethescan®A YA A KSR OIS W Oq { Kizshey éwSadz Ga de
5. Be sure that everyiing is checked and then click
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7. Reboot computer.

Fig.9

Finished!



